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Abstract: In our paper, we analyze the attack surface of German hospitals and
healthcare providers in 2020 during the COVID-19 pandemic. A primary analysis
found that 32 percent of the analyzed services were vulnerable to various degrees and
that 36 percent of all hospitals showed numerous vulnerabilities. Further resulting
vulnerability statistics were mapped against the size of organization and hospital bed
count. The analysis looked at the publicly visible attack surface utilizing a Distributed
Cyber Recon System, through distributed Internet scanning, Big Data methods, and
scan data of almost 1.5 TB from more than 89 different global Internet scans. From the
1,555 identified German hospitals and clinical entities, analysis of the external attack
surface was conducted by looking at more than 13,000 service banners for version
identification and subsequent CVE-based vulnerability identification.
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1. INTRODUCTION

In October 2020, US-CERT issued a warning regarding the increasing ransomware
activity in the healthcare sector [1]. It was common knowledge [23] that healthcare
organizations were promising targets for ransomware gangs. Surprisingly, at the very
beginning of the COVID-19 pandemic, several ransomware gangs actually pledged not
to hit hospitals because of the ongoing scourge. The Maze and DoppelPaymer groups,
for instance, said they would not target healthcare facilities and, if they accidentally
hit them, would provide the decryption keys at no charge. As another example, the
Netwalker operators stated they would not intentionally target hospitals; however, if
accidentally hit, the hospital would still have to pay the ransom. Unfortunately, other
attacker groups did not have such scruples. Ransomware incidents against hospitals
skyrocketed in October 2020, most notably with the use of Ryuk ransomware against
250 U.S.-based hospitals and clinics [20]. The criticalness of the ransomware attack
wave against the U.S. was demonstrated by the very rare tri-agency ransomware
alert issued by the Federal Bureau of Investigation (FBI), the U.S. Department of
Health and Human Services (HHS), and the Cybersecurity and Infrastructure Security
Agency (CISA), and hosted by the aforementioned US-CERT.

Naturally, in an increasingly digitized and interconnected world, those issues are not
limited to the United States. In Germany in 2020, an intense discussion was prompted
by an incident involving the death of a patient who had to be taken to a distant
hospital because the closest hospital was signed out of emergency treatment due to
an ongoing ransomware attack (see, e.g., Ralston [22]). Even though the longer ride
to the more distant hospital was later found not to have been a factor in the patient’s
death, this specific example underscores the increasing threats posed by cyber attacks,
particularly in the healthcare sector.

It must be noted, however, that cybersecurity threats in the healthcare and medical
sector are anything but new. On the one hand, healthcare and medical production has
always been an innovative field, in which new procedures and technologies are used.
On the other hand, there are known challenges — specifically, the long life cycles,
or rather the long service life of products, in this area, as well as the need for time-
consuming re-certifications, such as when changing or patching the software. The
need for comprehensive quality control and certification, especially in the medical
field, is illustrated by the example of Therac-25 and the fatal incidents involving the
faulty irradiation of patients in the 1980s [14]. Although the healthcare equipment of
several vendors has a higher security level nowadays, many healthcare components
and systems still have numerous security issues, some of which are even critical,
according to the Common Vulnerability Scoring System (CVSS), which “provides
a way to capture the principal characteristics of a vulnerability and produce a



numerical score reflecting its severity” [5]. To make matters worse, the attack surface
(vulnerabilities and starting points for an attack) stemming from complex healthcare
networks and equipment has become increasingly challenging to defend [13].

Given this increase in cybercrime, the question arises as to what the cybersecurity
situation is in the healthcare sector, which weaknesses and vulnerabilities can be
identified in the healthcare system infrastructure, and what recommendations for
action can be derived from these. In the very topical context of the COVID-19
pandemic, we therefore chose to examine the cyber attack surface in terms of visible
vulnerabilities of hospitals and clinical providers in our home country, Germany.

The rest of the paper is structured as follows: the chapter after the introduction gives
context — it describes related work and background information on ransomware
attacks in the healthcare sector, as well as the overall development of this problem.
Chapter 3 describes the technical infrastructure that made our analysis possible: we
describe our Distributed Cyber Recon System and how we used and extended it
through our analysis. In Chapter 4 our methodology for attack surface detection of
hospitals and clinical providers is presented, showing how we approached this from a
healthcare entity identification point of view, as well as an attack surface correlation
point of view. Chapter 5 contains the data section, where we describe the results of our
findings in detail both verbally and graphically. Chapter 6 summarizes the results of
our analysis, as well as its shortcomings and our ideas for future work.

2. ON THE HISTORY OF RANSOMWARE

As a result of innovation and (at that time generally) low security standards, the very
first piece of ransomware, surprisingly, emerged from the medical sector. In 1989 the
malware “PC Cyborg,” also commonly known as “AIDS Trojan” [3], was distributed
to an estimated 20,000 people, including the participants of a WHO conference on
AIDS. Hidden under the guise of evaluation software, the first encryption Trojan was
released; it was attributed to the American biologist Dr. Joseph Popp. Interestingly
enough, the damaging effects of the Trojan were stated in the user agreements and had
to be accepted by the user upfront.

Though this type of malware appeared early in computer history, it took ransomware
a long time to achieve “success.” Ransomware variants such as ‘“Fake Antivirus”
(2001), GPCoder (2005), CRYZIP (2006), and QiaoZhaz (2007) appeared from 2001
onwards, but the attacks were still limited, mainly due to technical reasons and/or
logistical obstacles to transferring the money. Some creative approaches like WinLock
used SMS and phone calls to premium numbers, for example, to monetize attacks,
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FIGURE 2: DISTRIBUTION OF THE MOST COMMON DETECTED SERVICE BANNER GROUPED BY
MAIJOR SERVICE APPLICATION

Others 16.1%
Apache 22.6%

Microsoft—IIS 5.3%

OpenSSH 3.9%
nginx 5.2%

Empty 46.9%

Approximately 47 percent of all collected service banners are empty and thus comply
with the common best-practice approach of not disclosing any software version
information via service banner. This approach is very important because it makes it
more difficult for attackers to identify the software used. This makes it subsequently
harder for a potential attacker to determine the proper exploit/malware to use in an
attack attempt. This is especially true for the use of automated attack scripts, often
used by automated botnets.

We identified 1,228 hospitals and hospital operating companies that had network
services that could be directly located. Approximately 300 other hospitals had no
network services of their own but only those that could be assigned to joint operating
companies. However, since we do not know how the networks of the joint hospital
operating companies are related to the hospitals, we consider the whole operating
company as a single hospital. Thus we technically analyze 1,228 hospital entities
and operating companies representing up to 1,555 different hospitals. Of the 1,228
hospitals, 447 had vulnerable network services. This means that 36.4 percent of all
identified hospitals and hospital operating companies have vulnerabilities.

Figures 3, 4, and 5 show the version distribution of the three most common web
servers: Apache httpd, Microsoft IIS, and nginx. A well-known problem in the
industrial and (to a certain degree) the healthcare sector became visible quite early in
our analysis: outdated services for which end-of-support had already been announced.
The most noteworthy candidates we identified included Apache httpd Version 2.2.x,
which became end-of-support in December 2017, or Microsoft Internet Information
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Services 6.0, which became end-of-support in June 2015. It is unclear, however, why
we found those legacy services on Internet-facing systems, as the issue of patch and
update difficulty typically affects mainly internal medical components, not Internet
infrastructure.

FIGURE 3: VERSION DISTRIBUTION OF DETECTED APACHE WEB SERVERS, WITH ROUGHLY ONE-
THIRD HAVING KNOWN VULNERABILITIES. NOTE THAT 2,092 APACHE SERVERS (68.43 PERCENT)
RESULTED IN AN UNDEFINED VERSION AND ARE NOT INCLUDED

No CVEs 6.1%

Apache 2.4.29 15.2%

Apache 2.4.25 10.7%

Other Versions with CVEs 35.8%

Apache 2.4.38 9.5%

Apache 2.4.18 9.1%

Apache 2.4.10 7.4%
Apache 2.4.6 6.2%

FIGURE 4: DISTRIBUTION OF DETECTED VERSIONS OF MICROSOFT INTERNET INFORMATION
SERVICES (IIS) WEBSERVER, INDICATING CURRENT AS WELL AS END-OF-SUPPORT VERSIONS IN
OPERATION

Microsoft—IIS undefined 0.6%

HTTPAPI/2.0 21.5%

Microsoft—IIS/8.5 31.8%

Microsoft—11S/8.0 2.1%
Microsoft—11S/10.0 25.7%

Microsoft-11S:7.5 16.8%
Microsoft—11S/6.0 1.0%
Microsoft—11S/7.0 0.6%



FIGURE 5: DISTRIBUTION OF DETECTED VERSIONS OF NGINX WEBSERVER, INDICATING
CURRENT AS WELL AS END-OF-SUPPORT VERSIONS IN OPERATION. NOTE THAT 444 NGINX
SERVERS (62.62 PERCENT) RESULTED IN AN UNDEFINED VERSION AND ARE NOT INCLUDED.

nginx 1.14.0 18.4%

No CVEs 32.0%

nginx 1.10.3 17.3%

Other Versions with CVEs 7.9%

nginx 1.6.2 3.0%
nginx 1.15.12 3.4%
nginx 1.12.2 3.8%

nginx 1.14.2 14.3%

Figure 6 shows the geographic location of all 1,300 hospitals of the DIVI register.
This clearly shows that there is a high density of hospitals, particularly in the densely
populated regions of western Germany and in the German metropolitan areas
of Hamburg, Berlin, and Munich (see Figure 6a). The image on the right (Figure
6b) shows the DIVI registry hospitals with vulnerabilities on the map. It is easy to
recognize that hospitals in both metropolitan areas and rural areas are affected.
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FIGURE 6: GEOLOCATION OF HOSPITALS, NETWORK SERVICES, AND VULNERABILITIES

(a) Left side: Identified hospitals and geolocation according to the DIVI registry.
(b) Right side: Identified DIVI hospitals with vulnerabilities.

(c) Left side: All network services identified and the approximate Geo-IP location as heatmap.
(d) Right side: Geographical location of the network services with vulnerabilities as heatmap.
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In contrast to Figure 6a and 6b, Figure 6¢ and 6d represent an overview of all 1,555
identified hospitals and their 13,597 network services, which were assigned a geo-
coordinate via a Geo-IP resolution. For the Geo-IP resolution, the commercial version
of the Maxmind DB [16] with increased resolution was used. Figure 6¢ shows the
network services of all hospitals analogous to Figure 6a, whereas Figure 6d shows
only the network services with vulnerabilities.

The main difference between Figure 6a and 6d is that Figure 6a only shows the
hospitals of the DIVI Registry and their geographical location. Figure 6d, however,
shows a heat map of all identified or vulnerable network services of German hospitals.
A comparison of the two graphs clearly reveals that the distribution in the heat map
is somewhat smaller, but both graphs show that both rural regions and metropolitan
areas have hospitals with vulnerabilities.

First, the following overall CVSS vulnerability statistics should be noted:

TABLE II: CVSS DISTRIBUTION OVERVIEW

CVSS SCORE Number of vulnerable services

9.0-10 (critical) 931
7.0-8.9 (high) 443
4.0-6.9 (medium) 518
Total vulnerable services: 1,892

Our analysis yielded a total of 1,892 vulnerable services, with nearly half of the
vulnerable services carrying a CVSS score of 9 or 10, thereby potentially containing
critical vulnerabilities, depending on their version number.

Next, we explore if there is any correlation between the number of identified CVEs
(Common Vulnerabilities and Exposures, a reference method for publicly known
information-security vulnerabilities and exposures) and the size of the clinical
institution. The allocation of the number of beds was taken from the German Hospital
Register [8]. An examination of the hospitals with vulnerabilities in relation to their
bed capacity shows that hospitals with vulnerabilities represent a total of about
167,000 beds. This represents 32 percent of the approx. 520,000 available hospital
beds in Germany. Figure 7 shows the number of identified CVEs in relation to the size
of the respective hospitals based on the number of beds. For a better visualization,
only hospitals with up to 1,800 beds are drawn; there are only a few facilities with
more beds.
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Since, naturally, there are more smaller hospitals, there are more data points in the
left-hand area of the figure. For better visibility, a detailed representation of this area
is shown in Figure 7b.

FIGURE 7: NUMBER OF VULNERABILITIES IN IT SYSTEMS IN HOSPITALS
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(b) Detail view of the number of vulnerabilities in hospitals with up to 800 beds.



A first look at the data initially reveals an unsurprising trend: As the number of
beds increases, so does the number of vulnerabilities found in the IT environments
of the respective hospitals. This can probably be explained by the fact that larger
hospitals with more beds also typically have more specialized medical departments
and corresponding IT equipment, which thus increases the number of IT devices and
services and thus the potential attack surface. The regression line of this increase is
drawn in the figures correspondingly.

But if we now look at the detailed view in Figure 7b, we notice that a corresponding

increase in vulnerabilities in IT systems is much lower among hospitals with up to
800 beds.

Here hospitals in all size ranges have varying numbers of vulnerabilities, without any
discernible pattern. We might infer from this that at smaller hospitals, the number of
existing vulnerabilities is more likely to depend on the quality of the respective IT
service providers, or on specific software products.

With respect to the significantly increasing numbers of vulnerabilities at large
hospitals, however, especially at those with more than 1,000 beds, it is apparent
that these affect university hospitals in particular. This suggests that the higher CVE
figures also reflect the need for more systems and, especially in the research sector,
more diversified IT systems and customized or less commonly available software.

With respect to German legislation, the data in Figure 7a offers yet another perspective
for analysis: due to the special need for protection of the basic services necessary for
modern society, such as electricity water supply, telecommunications, and healthcare,
the Federal Office for Information Security (Bundesamt fiir Sicherheit in der
Informationstechnik, BSI) criticalness regulation (KRITIS Act [7]) defines facilities
in Germany that are obligated to implement minimum standards and measures in
accordance with the BSI Act [2] to ensure sufficient IT security. In the healthcare
sector, facilities with more than 30,000 in-patient cases per year are considered critical
infrastructure.

Thus an interesting question arose: are higher liabilities resulting from the KRITIS
Act reflected in a lower visible CVE attack surface?

In order to evaluate this, the facilities that belong to KRITIS based on the number
of cases according to the German Hospital Register [8] were marked accordingly in
Figure 7a. Of course, large facilities such as university hospitals fall into this category,
but so do some other, smaller facilities. Surprisingly, while the aforementioned
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accumulation of vulnerabilities can be seen at university hospitals, smaller institutions
also feature systems with more vulnerabilities than average.

For example, an average of 11.63 CVEs was identified for hospitals up to 1,800 beds
belonging to KRITIS, while the average value for all of the hospitals up to 1,800
beds analyzed is 4.08. A similar picture emerges when looking at the detail section
of smaller hospitals in Figure 7b. While the average number of CVEs at the KRITIS
hospitals is 3.1, all analyzed hospitals with up to 800 beds have an average of 2.42
CVEs.

6. DISCUSSION OF RESULTS AND CONCLUSION

In our results section, we first want to acknowledge the known limitations and
constraints of our analysis, beginning with the number of vulnerable services our
DCS identified (1,892). Firstly, it must be noted that vulnerability identification is
done fully automatically through service and banner mapping and CVE entry. In cases
where patches have been backported or the administrator has arbitrarily changed
banner information, the given CVE match indication naturally would not reflect
the actual vulnerability state. For cases like this, we coined the term “Schrodinger
vulnerability,” which is explained later in this section. Therefore, it may be assumed
that the overall number might be a bit lower due to backports or banner changes. On
the other hand, other attack vectors such as misconfiguration of services or the use of
weak passwords, which are still regularly found today and can represent a high risk
for an IT system, are not included in our research. Therefore, taking into account these
considerations, our results can also be seen as a lower bound for the vulnerabilities
of the systems, and their effective exposure can be even higher. Secondly, although
DCS uses a number of very well-proven port and service identification methods,
in cases where fingerprinting fails, this may create a situation where vulnerability
identification is not always accurate.

While we have only analyzed IPv4 addresses in the present work, we are working on
the implementation for scanning procedures for the IPv6 protocol. Since its address
range is no longer (even approximately) completely scannable due to its sheer size,
new and different scanning strategies are required here to reduce and optimize the
search space. Efforts in this direction are already underway.

However, regarding the results, it is also important to recognize the great advantage
of our method, which is typically unproblematic from a legal point of view due to
the evaluation of information provided publicly by Internet-facing services only. By
contrast, even if actors such as intelligence services of foreign countries are probably
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